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The New Espionage

• Universal media and intelligence gathering

– If indefensible, normally not espionage

– Binoculars, satellites, mass media, NMAP?

– Metadata and reading between the lines

– Territorial sovereignty not violated

– International nature of Internet infrastructure







Internal Security First

• The East German dilemma

• Computers to the Rescue

– Processing power, databases, 

automated analysis, 

decryption, speech recognition, 

transcription, Artificial 

Intelligence, neural networks 



www.youtube.com









Strategy

1. The Internet is vulnerable to attack

2. High return on investment

3. Inadequacy of cyber defenses

4. Plausible deniability

5. Participation of non-state actors



Tactics

1. Espionage

2. Propaganda

3. Denial-of-Service (DoS)

4. Data modification

5. Infrastructure manipulation



Zone-H Stats





The Black Hand 2.0

















• Dirty Kuffar:

– “I do not know of any 

young Muslim who 

has not either seen or 

got this video.   It is 

selling everywhere.   

Everyone I meet at the 

mosque is asking for 

it.” 
- Saudi dissident





www.hizbulla.org: October 25, 2000



Resistance portal“You will attack…”

…these IPs:

and…

Bank of Israel

Tel Aviv Stock Exchange

Prime Minister’s Office

www.wizel.com 



Downed EP-3 on Hainan Island







NATO: Dawn of Cyber

• 1999 Washington Summit (new “Strategic Concept”)

– No mention of cyber

• 2002 Prague Summit:

– “strengthen ... to defend against cyber attacks”

• 2004 Istanbul Summit:

– No mention of cyber

• 2006 Riga Summit:

– “protect information systems ... against cyber attacks”

– “develop a NATO Network Enabled Capability”
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