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Why?

o N

# Cryptography is taught and studied at universities

® There is almost no educational software for such
courses covering public key cryptography
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Problem Formulation 1
fTutorial environment must T

# enable visualization of protocols, including values of
secret parameters and intermediate results (all values
can be arbitrary large),

# allow adding/removing communicating parties,

# allow adding/editing/sending/removing arbitrary
parameters,

# handle number-theoretic and cryptographic primitives
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Problem Formulation 2

-

nalyzed protocols:

Diffie-Hellman key exchange algorithm
RSA signatures and encryption schemes
Rabin public key encryption scheme
ElGamal signhature and encryption schemes
DSA

Chaum'’s blind signature scheme
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Problem Formulation 3
R

# calculation
e amodb,a—b,a+b,a-b,a/b, ab,
s a’ mod n (—1 can also be a value of b),
s gcd(a,b),
» hash value of m,

equired mathematical operations:

# dgeneration and verification

» prime numbers,

s number from Z,, (Z.),

s generator of Z;,

s number congruent to a mod b,

where a, b, n and m are some positive integers
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Overview of TECP

(3 A0 Values i Bl
Do« |00 ||~ 4 Bin & Dec 4 Hex

(= Alice

£ b p=0371393606024 775251 20655043677 306597 74067242691 5294:

. alpha=87319595347 3764 2764528657 532694 66

FE\IE-‘ a=017636212054468937305763238628330764545204 37658546208

beta=5100645555114119274013032070581975714862 55451 0057
I i k=173016763937699230364 76030087534 330

po= 2371378203 =, ; r=271172345189397597680599552030265562601604536575057 34

: m=281410226646305333553411 81805365265 686586
{mpha=ﬁ?31|p=53?1393506024??5251255550435??3555S??4DE?24ZES152942135415?52?828105525541315990?490?5890118504?8203b1525
[ h=137319040064 886585 755068035043521 3069967 2298650021 7
$=2965831 2163221 738753371 608283333 0665558799 366787347

a=H81789. 11876 €2

beta = alpha® mod p = §1006...04166 Bob
p=5371393606024 775251 2565504 367 735603774067 24269152934
n, alpha, beta— p, alpha, betalpha=6731959347 3764 2764528657 53269466

beta=8100645365114119274013032070551975714862354810087
r=2711723431833375978039955203026358280160453657305734
m=281410226R463059:3355341181605365265606556

$=23B0831 21632217987 5333716062839530682538739366787347:
¥1=10341189653135663259760086261 541051 36865001 7005383
¥2=10541189653135683259760086261841051 36865001 7005338

p, alpha, beta

k=17351..54335 = &

r= alphak mod p|= 27117..73955

m = 28141..86586 < &, Eve
p=03713936060247 75251 25655043677 306597 74067242691 5234:
alpha=G6731359334 73764 2 TE4 526057 532089466
beta=810064538311411927401 303207 058193737148623534810087
r=27117254518933759780399552030263582801 604536575057 34
m=2814102266463053333534118180365265686586

5=29B5891 2165221 796753537 1606283953068555673936678734 7

p_l=p-1= Ta‘na...?aznz
h = him) = 13731..00217

s = (k7 (h - ar) mod p_1 = 29658..99739

T B o o L B R R R

t,m, s——M r,

r,m,s
|

w1 = ((beta’ mod p)*(r* mod p)) mod p = 10541,.53377

v2 = alpha"™ mod p = 10541..53977
|

il I ]
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Implementation

o N

# Borland OKylix O 3 Open Edition, Borland UDelphi I 6
Personal Edition

® FGInt
® TParser 10.1
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Demo



Conclusion

-

TECP can be used in the following ways:

# visual aid

# tool for experementing with protocols

# modular arithmetic operations calculator
# problem generator
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Thank You for Your attention!
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