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Topics

m background about hash functions and their
security

m timestamping and backdating attack
m what is blackbox reduction

= how to prove that blackbox reduction is not
possible

= show that time-stamping doesn’t require
CHFH
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mX €{0,1}, z=h(X),x€{0,1}"
IX1 # XQ, h(Xl) — h(XQ)

m attacks against collision resistance of MD5,
SHA-1, SHA-256

m IS this collision freedom really required In
applications (for example in timestamping)?

m Buldas and Saarepera in 2004: collision
freedom is insufficient.

m Buldas and Laur in 2006: collision freedom iIs
unneccessary.
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Backdating attack

m Adversary publishes commitment r.
m Alice invents something D, € {0, 1}".

m Adversary creates a modified description of
the Alice’s invention D’y € {0,1}* and claims
that this was timestamped by himself long
before Alice invented It.

mr = H(D), Ver(r,z,c) = yes
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Formalized attack

m Two-staged adversary A = (A1, Ay).
m Security condition:

Pr [(r, a) — AL(1%), (z, ¢)—Ag(r, a) -
Ver(z,c,r) = yes} = W
mA = (A, Ay) € FPU when
Pr[(fr, a) — A (1%), 2/ — N(r,a),

(x,¢) < As(r,a): 2’ = az} = )
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Oracle separation
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S4.J = (S1,S9) in work



Conclusion

N
Pr [(r, a) — SM (1KY, (z, ) =S (r,a)
Ver(x,c,r) = yes} = )

m blackbox reduction of CFHF to TS Is not
possible
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