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Noninterference

Pel
[P] : State — State

Vs, s’ € State.
s 8 A[P]sl A[P]S U = [P]s = [P]s
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Security-preserving compilation
LetC: L — L.
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Security-preserving compilation

LetC: L — L.
Vs, s’ € State.
s s AN[P]sd AN[P]S U
= [Pls=.[P]s
—

Vs, s’ € State.
s s AN[CP]s! N[CP]s |
— [CP]s=. [CP]¢
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Source language

Expressions

e..=n
| X
| Xy
| et+e
Statements
S:=x :.=e€
| XH = €
if e then S else S

|
| whileedo S
| S;S
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Abstract syntax

data ASTExp where

INTVAL :: Int —-> ASTEXp
VARL :: Refl —> ASTExp
VARH :: RefH —-> ASTExp
ADD :: ASTExp —-> ASTExp —> ASTExp

data ASTCom where

ASSIGNL :: ReflL -> ASTExp -> ASTCom

ASSIGNH :: RefH -> ASTExp —-> ASTCom

IFO :: ASTExp —-> ASTCom —> ASTCom —> ASTCom
WHILE :: ASTExp —> ASTCom —> ASTCom

SEQ :: ASTCom —-> ASTCom —-> ASTCom
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Security types: expressions

Fn:low F X low F Xy : high

Feq: st Fes: st
F ey + ex : max(sty, sty)
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Security types: expressions

Fn:low F x; : low F xy : high

F e : st Fes: sh
F ey + ex : max(sty, sty)

data Exp st where

IntVal :: Int -> Exp Low
VarL :: Refl —-> Exp Low
VarH :: RefH -> Exp High

Add :: Exp stl -> Exp st2 -> Exp (Max stl st2)
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Security types

data Low
data High

type family Max n m
type instance Max Low x = X
type instance Max High = High

b
|

type family Min n m
type instance Min Low x = Low
type instance Min High

b
Il
b
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Security types: statements

Fe: low
lowhk x, = e

pck xy =e

Fe:st pciF S pco = So

st<pcy st<pc
min(pcy, pcy) F if e then S; else S,

Fe:st pcHS st<pc
pc + while edo S

PCq F S1 pPCo F Sg
min(pcy, pcz) F 51352
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Security types: statements

data Com pc where

AssL :: Refl -> Exp Low —> Com Low
AssH :: RefH -> Exp st —-> Com High
If0 :: Exp st -> Com pcl -> Com pc2

-> LEg st (Min pcl pc2)

-> Com (Min pcl pc2)
While :: Exp st —-> Com pc —-> LEg st pc —-> Com pcC
Seq :: Com pcl -> Com pc2 -> Com (Min pcl pc2)

data LEg st st’ where
L1 :: LEg Low x
L2 :: LEgq High High
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Target language

Instructions

|

’ fetch, x;

| fetchy x4

| store_ x;

| storey xy

| branch(c, c)
| loop(c,c)

| c;c

| noop
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Operational semantics

(c,vs,s)>(c,vs,s)

(c,vs,s)>(vs',s)
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Operational semantics

(push n,vs,s)r> (N[n] : vs, s)
(add, zy : 2 : vs,8) > (21 + 22 : Vs, S)
(fetchy x;,vs, s)> (s x, : vs, S)
(store x;,z: vs,s)>(vs, s[x. — 2])

(branch(cy,c0),z: vs,s)>(cy,vs,s) if z=0
(branch(cy, ),z : vs,s) > (Cp,vs,8) if z#0

(loop(cy, c2), vs, s) > (cq ; branch(c; ; loop(cy, co), noop), vs, s)
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Compilation

C[n] = push n

Clx.] = fetch, x,

Clxy] = fetchy xy

Cles + e2] = C[eq]; Cle2] ; add

Clx. := e] = C[e] ; storeL x,

Clxy = €] = C[e] ; storen xy

C[if e then c; else c;] = C[e] ; branch(C[c1], C[c2])
Clwhile e do c] = loop(Cje], C[c])

Clci;co] = Cler];Cleql
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Properties

Property 1

(Cle],vs,s) > (v:vs,s) if [e]s=v

Property 2

(C[S], vs,s)* (vs,s') if [S]s=¢
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Security types
pc, s+ push n -~ Jow :: Is
pc, Is - fetchy, x; ~ low :: Is
pc, Is - fetchy xy ~~ high :: Is
low, low :: Is I store, x; ~ Is
pc, st :: Is - storey xy ~~ Is
pc, sty = st :: Is+ add ~~ max(sto, sty) :: Is

pci,Iskcy ~1Is"  pco, s+ ¢~ Is”
min(pcy, pcs), Is - 1360 ~ Is”
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Security types

pci,Iskcy~1Is  pcolst co~ s st < min(pcy, pcy)
min(pcy, pco), st :: Is = branch(cy, ¢2) ~~ Is

pci,Istcy ~ st s’ peo,ls'-co~ s st < peo
min(pcy, pco), Is - loop(cy, ¢o) ~~ IS’
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Security types in Haskell

data CodeS env pc env’

Push
FetchL
FetchH
Storel
StoreH
Sum

App

Int

ReflL
RefH
ReflL
RefH

CodeS

where
CodeS env High (Cons Low env)
CodeS env High (Cons Low env)
CodeS env High (Cons High env)
CodeS (Cons Low env) Low env
CodeS (Cons st env) High env

(Cons stl (Cons st2 env)) High

(Cons

(Max st2 stl) env)

:: CodeS env pcl envl
—> CodeS envl pc2 env2

-> CodeS env

(Min pcl pc2) env2
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Security types en Haskell

Branch :: CodeS env pcl env

—> CodeS env pc2 env

-> LEg st (Min pcl pc2)

—-> CodeS (Cons st env) (Min pcl pc2) env
Loop :: CodeS env pcl (Cons st env’)

-> CodeS env’ pc2 env

-> LEg st pc2

-> CodeS env (Min pcl pc2) env’

data Nil
data Cons st env
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Compilation

C[n] = push n

Clx.] = fetch, x,

Clxy] = fetchy xy

Cles + e2] = C[eq]; Cle2] ; add

Clx. := e] = C[e] ; storeL x,

Clxy = €] = C[e] ; storen xy

C[if e then c; else c;] = C[e] ; branch(C[c1], C[c2])
Clwhile e do c] = loop(Cje], C[c])

Clci;co] = Cler];Cleql
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Compilation in Haskell

compileExp :: Exp st
-> CodeS env High (Cons st env)

) Push n
compileExp (VarlL var) = Fetchl var
compileExp (VarH var) = FetchH wvar
compileExp (Add el e2) = App (App (compileExp el)
(compileExp e2))

compileExp (IntVal n

Sum
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e —
Compilation in Haskell

compiler :: Com pc —-> CodeS env pc env
compiler (AssL var e) = App (compileExp e)
Storel var)

compiler (AssH var e) = App (compileExp e)
StoreH var)

compiler c2)
compileExp e)
Branch (compiler cl

(
(
(
(
compiler (Seq cl c2) = App (compiler cl)
(
compiler (If0 e cl c2 p) = App (
(
(compiler c2
p)
Loop (compileExp e)
(compiler c)
P

compiler (While e c p)



